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•  The exisiting centralized e-wallet system is managed by an 
honest but suspicious third-party Auditor which is unreliable 
that may lead to increasing number of data breaches, losses, 
or attacks.

• The single point of security failure in a centralized e-wallet 
system may lead to disconnection of devices and disrupt the 
entire network, thus, centralized e-wallet system is incapable 
of protecting both the confidentiality and integrity of users' 
sensitive information.

• The centralized e-wallet system unable to provide 
transparency features, in which the users do not have any 
information about the data traceability through out the 
transaction process.

TRL 9 - Zwallet is fully tested and ready to be fully operational

BRIEF TECHNOLOGY USEFULNESS & APPLICATION
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IMPACT OF THE PRODUCT

Zwallet is ready to be deployed by merchants and end user such as:
  Schools and Universities
  Malls and Transportation system
  Kids and Adults
  Adults 

Zwallet is designed based on Blockchain technology to 
improve security and provide better user access due to its 
features of Decentralisation and Transparency. 

Zwallet is designed based on Blockchain technology benefits 
the user as it allows an anonymous profile hence reducing 
the leak of information data, cost efficiency as there should 
not require any service charges from the third party, 
improve security and efficiency, and most importantly it 
provides transparency for both parties in the transaction 
process.

ZWallet facilitates society on a flexible, secure, and instant cashless 
payment system using blockchain technology in line with the aspiration 
of the government in moving towards the transition of physical cash to 
digital money. This will ensure a smooth transition towards a cashless 
society can be achieved are well-guaranteed data of the user is 
protected, and the transparency of all parties involved in the 
transaction in which the user is aware to whom they are dealing or 
sharing the transaction with

•  Decentralize: Blockchain wallet and its private key is  store in a user 
device and cryptography signing is also processed in the user device. 
Existing banking system - all keys in the bank database – third party or 
bank admin may view and uses the user private key for malicious 
things. All transactions are permanently stored in blockchain.

• Internal Cash flow Control. All business transactions processed using 
token that issued by UPM or local organization – all cash flows 
happened within organization - easy to trace for marketing, AI data 
analytic for identifying good, and commercialization that give huge ROI 
for the organization.

• Blockchain Transparency – All transactions with forensic traceability 
can help in a transaction dispute – easily resolve by look at transaction 
evidences in the web that host Block Explore (Blockscout). 


